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	Information for young people, parents, and teachers.


	ThinkUKnow
www.thinkuknow.co.uk/

	This is the information arm of  the Child Exploitation and Online Protection Agency - CEOP.

A very comprehensive and interactive site with sections of information for children of all ages, parents, and teachers. 
Teachers and other professionals can also download very high quality videos, posters, and other materials. As with many other sites listed below there are direct links to the CEOP “Report Abuse” pages.

	ChildNet International
http://www.childnet.com/

	An excellent site with lots of links to projects which can be used with children across the age range.

The site includes the “SMART” rules and sources of information for parents and carers.

Bright, informative, and easy to use.

	Department of Children, Schools, and Families.

“Click Clever, Click Safe”

http://publications.dcsf.gov.uk/default.aspx?PageFunction=productdetails&PageMode=publications&ProductId=DCSF-01100-2009&

	The DCSF is now promoting the “Click Clever, Click Safe” materials produced in collaboration with the UK Council for Child Internet Safety (UKCCIS). Free downloads available.

	London Grid for Learning (LGfL)

Roar Education e-safety modules

www.lgfl.net

	These really interactive and lively resources are accessed via the LGfL content grid rather than under the e-safety tab. The range includes KS1, KS2 & 3 , and KS4 materials and can be used freely in schools and,  with an LGFL logon , at home.

	BBC / CBBC

http://www.bbc.co.uk/cbbc/help/web/staysafe

	The BBC has a number of high-quality interactive games and videos for children around the theme of internet safety including “Dongle the Rabbit” and a safety film narrated by David Tennant (http://news.bbc.co.uk/cbbcnews/hi/newsid_8490000/newsid_8495700/8495786.stm)

	Digizen

http://www.digizen.org/

	A Childnet project which gives information and activities for students on social networking, and cyber bullying.


More below….

	Information for young people, parents, and teachers.



	CEOP

Child Exploitation and Online Protection Agency

www.ceop.gov.uk/

	Source of information and links about child safety. 

Also has a reporting and information button on the front page as a “one stop” support source for anyone who is worried about an online issue.

	Digital Literacy guidance and teaching Materials
Professor Alan November

http://novemberlearning.com/resources/information-literacy-resources/

	These invaluable resources can be used to teach young people:

· not to believe everything that is on the web, 
· how to check where information is coming from, and 
· how to “read” web resources.
Some very useful links to teaching and “spoof” sites such as the North West Tree Octopus!

	Next Generation Learning

Internet safety
http://www.nextgenerationlearning.org.uk/At-Home/Internet-safety/

	BECTA generated site about the way in which technology is changing learning – the safety materials consist of a range of question cards, links to other sites, and an interactive quiz.

	PhoneBrain
www.phonebrain.org.uk

	A site that gives information and advice to children and parents on the problems of premium rate services. The aim is to educate users so that they remain in control of mobile and landline accounts.

	The Internet Watch Foundation
http://www.iwf.org.uk/
	The industry organisation for the reporting and removal of UK-based illegal and abusive material on the web. Contains a reporting form and guidance on various forms of content.

	Inhope
http://www.inhope.org/

	The Association of Internet Hotline Providers. This organisation promotes a code of conduct and enforces this on their members.

	YouTube Safety Videos

Everyone knows your name
http://snipurl.com/ue8eh
Lets Fight it together (Cyber bullying –Childnet / DCSF)

http://snipurl.com/ue8eo
	Although many of the films on YouTube have links from other sites, the direct references are here. 


More below….
	Technical Information and help



	Google – Tips for online safety

http://www.google.co.uk/intl/en/landing/familysafety/

	How to lock “Safe Search” on any computer.  Also a very useful set of links to other safety resources.

	Microsoft – Keeping your Children Safer

http://download.microsoft.com/download/0/E/2/0E209FED-54D3-4DOC-A890-17D640A7596F/04_Keeping%20Your%20Children%20Safer_RELEASE.pdf 

http://www.microsoft.com/protect/parents/childsafety/steps.aspx 

Microsoft – Protecting you Kids with Family Safety
http://windows.microsoft.com/enUS/windows-vista/Protecting-your-kids-with-Family-Safety

	A guide to the uses of the Vista operating system that allows parents to monitor and control usage.

A set of tool and a linked we site that gives parents parental controls even if these are not written into the version of Windows that they currently own. It includes a control that decides which contacts they can chat with over Windows Instant Messenger (Live messenger).

	Myspace.com – UK Parent and family guide.

www.myspace.com/safety 

	A very helpful set-by-step step guide to handling privacy and safety on Myspace.

	OFCOM – Parental Controls for Games Consoles and Portable Media players

http://www.ofcom.org.uk/consumer/2009/10/parental-controls-for-games-consoles-and-portable-media-players/ 


	Very helpful pages describing some of the different systems that are available and giving links to the console manufactures support sources.

	OFCOM – Parental Controls for Mobile Phones
http://www.ofcom.org.uk/consumer/2009/10/parental-controls-for-mobile-phones/ 


	Another Ofcom page with details of the some of the methods of limiting mobile phones usage and links to the main networks.


More below….

	Technical Information and help



	Facebook – Ten Privacy Settings Everyone Should Know

http://www.allfacebook.com/2009/02/facebook-privacy/ 


	This is an article from “Allfacebook” blog and gives valuable information on the sort of things that should and should not be put into the public domain.



	National Strategies

Beyond the e-safety net

http://nationalstrategies.standards.dcsf.gov.uk/node/173927

	This suite of safety materials concentrates on the technical issues of e-safety such as virus control and bandwidth contention. A great deal of highly informative content presented as an online course.
“This on-line resource enables ICT subject teachers and subject leaders to explore the technical implications of e-safety and to integrate this knowledge into their teaching of the renewed ICT curriculum”.

	IMSafer

https://www.imsafer.com/Default.aspx

	A free download of a monitoring system that sends an e-mail alert to a responsible adult if it senses that bullying or grooming is taking place via instant messaging or chatrooms. 
There are other monitoring systems available from alternative suppliers with subscription costs.

	School Policy and Safeguarding



	BECTA – e safety pages.

http://schools.becta.org.uk/index.php?section=is

	The government agency for the support of ICT in schools. Advice and publications on the ways in which schools can ensure e-safety in schools.

	Teachers TV

http://www.teachers.tv/series/e-safety
http://www.teachers.tv/video/26942/streem/wmv/multi/C2775001.wmv 


	Two videos about the way that schools can promote e-safety in the primary school.

KS3/4 video that lays out the problems of privacy and e-Safety and shows how a secondary school approached the problem.  Some excellent research on current teenagers attitudes to social networking included.

	London Grid For Learning

E-Safety

http://cms.lgfl.net/web/lgfl/safety

	A great deal of guidance on school and regional policies for managing e-safety. Also some useful card games for working with young people and flowcharts for staff training.

	Beatbullying

http://www.beatbullying.org/index.html

	An independent organisation that works within schools to develop young people into cyber mentors. These students then help more marginalised students cope with bullying issues.


More below….

	School Policy and Safeguarding



	Teach Today

http://www.teachtoday.eu/

	Advice on using modern technology in schools. A great deal of sensible and thoughtful information for schools and teachers.

	Teacher Guidance and Support

	DCSF

Cyberbullying – Supporting school Staff

http://publications.teachernet.gov.uk/default.aspx?PageFunction=productdetails&PageMode=publications&ProductId=DCSF-00242-2009&)


	A publication that gives advice to school managers and teachers on what to do when they are the victims of internet abuse.

	London Grid for Learning

Hints and Tips on Social Networking and the Internet

http://cms.lgfl.net/c/document_library/get_file?folderId=217185&name=DLFE-8005.doc

	An extremely useful publication for teachers about the professional difficulties and dangers of having an online presence.

	Embedding e-Safety in the Curriculum (short course)

http://www.ictcpd4free.co.uk/ 
	This online course from NAACE and funded by the Teacher Development Agency provides a framework for considering how e-Safety could be developed in schools.  It uses wikis and discussions that allow a user to interact with others who are also working on the course. 
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