	e-Safety Action Plan

1.
Raise awareness and understanding of e-safety issues amongst children and young people



	Objective
	Method
	WSCB Action
	Lead Responsibility
	Timescale
	Update



	1. Enable all educational settings and other agencies to tackle the issue of e-safety by embedding e-safety strategy and policy into their daily practice


	Advise all educational settings and other agencies of the need to have an ESLO.


	Each educational setting and other agency to identify a ESLO
	All agencies
	Ongoing
	The list will be updated as/when required.

	
	Equip educational settings and other agencies’ ESLO with the skills and resources to build e-safety into the curriculum
	Identify a core package of teaching resources.

Build use of this package into the ESLO training programme. 
	e-Safety Working Group

Training Sub-group


	Ongoing
	This will be updated at a regular basis, as new information/ resources become available.

	
	Increase the number of pupils receiving e-safety lessons 


	Provide a training programme for educational settings and other agencies’ ESLO
	e-Safety Working Group

Training Sub-group
	Ongoing
	Various dates have been delivered and new ones set for ESLO training & general safeguarding awareness training within the WSCB multi-agency training programme

	
	Increase availability of e-safety educational resources for pupils outside mainstream education

Recommend use of ESLO model in outside mainstream school services
	Conduct an annual audit of e-safety arrangement in all educational settings through their Safeguarding Assessment and in all other agencies through the annual S11 Self-Assessment Audit  or Schools/PRU Self-review  Tool for Safeguarding and Child Protection
	All agencies &

Monitoring Sub-group


	By end of June 2010
	

	
	
	Contact providers (e.g. home tuition service) and supply training, resources and advice as for educational settings and other agencies.
	e-Safety Working Group
	Ongoing 
	Liaise with home tuition service & include on distribution list for training dates and resources, etc.

	2. Make e-safety a talking point for children and young people 
	Where appropriate, promote any national communications campaigns such as might be conducted with CEOP. 
	Develop communications strategy and content. 
	Publicity and Communications Sub-group
	By end of December 2009

& Ongoing
	The P&C sub-group is working on the developing a communications strategy

	
	
	Incorporate e-safety in ‘pupils voice’ activities.
	Children’s Services
	By end of June 2010
	JW to speak to Stephan Ellis

	3.  Encourage the reporting of criminal e-safety issues
	Build knowledge and confidence of agencies and individuals to report offences
	Promote the reporting of offences to, and links with Wandsworth Police
	Wandsworth Police
	Ongoing
	LW to speak to GM
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2.  Raise awareness and understanding of e-safety issues amongst parents and carers



	Objective
	Method
	WSCB Action
	Lead Responsibility
	Timescale
	Progress / Update

	1. Improve levels of awareness amongst parents and carers of risks posed to children and young people by their use of technology 


	Equip schools and other agencies’ ESLO with the skills and resources to deliver e-safety events in educational settings
	The ESLO to deliver parents’ events to raise e-Safety awareness
Hold awareness raising event for parents

	ESLO


	Ongoing

13th March 2009
	Ongoing – will be progressed following ESLO training 

A free awareness raising event for parents will be held on 27th March 2010 at Battersea Arts Centre

	
	Build e-safety into information disseminated by agencies (e.g. through Health Visitors/GPs surgeries)
	Build into all agencies induction programmes information on e-safety
	All agencies


	Ongoing 
	LW to raise this issue with the training sub-group.
Each agency to ensure that e-Safety is raised within induction training 

	
	Provide training specifically for foster carers and child minders
	Develop training programme to be rolled out to foster carers within the Social Care Placements Foster Carer training calendar and to child minders


	Children’s Services
	Ongoing
	Foster carers and childminders to access multi-agency e-Safety training 

	
	Use the London MLE (Managed Learning Environment) and LGfL portal to provide information and resources directly to parents and carers


	Develop a toolkit for the use by ESLO with parents, evaluate and keep this up to date
	e-Safety Working Group


	By end of September 2009 / 
Ongoing
	By 2010 secondary schools will have system to liaise with parents’ online.  This will be in place by 2012 for primary schools

	2. Improve levels of awareness amongst parents and carers of ways of mitigating the risks posed to children and young people
	Equip educational settings and other agencies’ ESLO with the skills and resources to deliver e-safety information evenings in educational settings.
	The ESLO to deliver parents’ events to raise e-Safety awareness
Hold awareness raising event for parents
	ESLO


	Ongoing

13th March 2009
	Ongoing – will be progressed following ESLO training
A free awareness raising event for parents will be held on 27th March 2010 at Battersea Arts Centre

	3. 
	Build e-safety into information disseminated by agencies (e.g. through Health Visitors/GPs surgeries)
	Build into all agencies induction programmes information on e-safety
	All agencies


	Ongoing
	LW to raise  this issue with the training sub-group.

Each agency to ensure that e-Safety is raised within induction training 

	4. 
	Provide training for specifically for foster carers.
	Develop training programme to be rolled out to foster carers within the Social Care Placements Foster Carer training calendar
	Children’s Services
	Ongoing
	Foster carers to access multi-agency e-Safety training

	5. 
	Use the London MLE (Managed Learning Environment) to provide information and resources to parents and carers
	Develop a toolkit for the use by ESLO with parents, evaluate and keep this up to date
	e-Safety Working Group
	By end of September 2009 / Ongoing
	By 2010 secondary schools will have system to liaise with parents’ online.  This will be in place by 2012 for primary schools

	6. Improve awareness amongst parents and carers of available resources in this area


	Collate virtual package of resources for parents and carers


	Provide link (as single point of access) for parents to web-based resources and keep link up to date


	WSCB Development Manager
	By end of September 2009 / Ongoing
	Ongoing 

	7. Increase awareness of how to respond and report incidents both to local and national agencies
	Provide information on how to respond and to report incident of abuse that is facilitated by ICT 
	Embed the reporting of e-Safety concerns within existing procedures 
	All agencies

e-Safety Working Group
	By end of September 2009 / Ongoing
	In progress – GH to flag this up in developing information 

	
	
	Ensure that reporting systems across all agencies are up to date and rigorous  and that allows for the recording of e-Safety concerns 


	All agencies
	Ongoing 
	Ongoing

	5.  Encourage the reporting of criminal e-safety issues
	Build knowledge and confidence of agencies and individuals to report offences
	Promote the reporting of offences to, and links with Wandsworth Police
	Wandsworth Police
	Ongoing 
	LW to speak to GM
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3.  Raise awareness and understanding of e-safety issues amongst all agencies/ organisations in the borough



	Objective
	Method
	WSCB Action
	Lead Responsibility
	Timescale
	Progress/ Update

	1. All member agencies have a stake in the e-Safety Working Group 


	All member agencies have representation on the working group either on a standing or ‘as needed’ basis. 
	Invite all agencies to nominate a representative to join the e-Safety Working Group 


	e-Safety Working Group
	Completed 
	Completed

	2. Use ESLOs within agencies to disseminate information about e-safety to staff, to continue to raise the profile of e-safety amongst professionals


	Distribute information as/when required or new information comes to light 


	Collate news update on a regular basis to keep up to date with any changes in IDMT.
	ESLO
	Ongoing
	Ongoing – information will be shared with ESLO as/when new information is received

	
	Ensure information provided on website is updated as/when required


	Update website as/when required
	WSCB Development Manager
	Ongoing
	Ongoing

	
	
	Hold multi-agency WSCB conference about e-safety


	e-Safety Working Group / 

Publicity & Communications Sub-group
	Completed (e-Safety Strategy and Policy was launched at multi-agency conference on 3rd June 2009)
	Completed

	3. Obtain broad commitment to e-safety at WSCB & Children’s Trust level


	Engage the WSCB & Children’s Trust 
	Present e-Safety Strategy to WSCB for ratification
	e-Safety Working Group
	Completed (Ratified on 12th May 2009)
	Completed

	
	
	Presentation to Children’s Trust on e-safety issues and achievements of e-Safety Working Group
	e-Safety Working Group
	By end of December 2009
	Information will be fed to CT on e-safety through WSCB annual report and as/when required

	4.  Encourage the reporting of criminal e-safety issues
	Build knowledge and confidence of agencies and individuals to report offences
	Promote the reporting of offences to, and links with Wandsworth Police
	Wandsworth Police
	Ongoing
	Ongoing
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4. Enable all agencies/organisations to respond to the risks posed to children and young people by their increased use of ICT



	Objective
	Method
	WSCB Action
	Lead Responsibility
	Timescale
	Progress / Update

	1.  Where appropriate, agencies  to adopt and incorporate WSCB e-safety strategy into current policies. These should cover their responsibilities for educating children, responding to and investigating incidents, protecting staff and any other areas which pertain to them.
	All agencies to sign up to the  e-Safety Strategy


	Disseminate information in relation to e-Safety Strategy
	e-Safety Working Group
	Completed (e-Safety Strategy & Police ratified on 12th May by SCB and launched at e-Safety Event on 3rd June 2009)
	Completed

	
	Support agencies in adopting e-Safety Strategy  and incorporating the e-Safety Policy into their safeguarding policies 
	Provision of information and training session to staff 
	e-Safety Working Group

Training Sub-group
	Ongoing
	Various dates have been delivered and new ones set for ESLO training & general safeguarding awareness training within the WSCB multi-agency training programme

	2.  Enable rapid multi-agency responses to e-safety incidents
	All agencies to nominate a single point of contact (ESLO) for incident response. List of e-safety contacts to be disseminated amongst all agencies. (See Strategic Priority 5)
	Compile list of all single point of contact for the e-safety subgroup to create a network of ‘e-safety contacts’. (See Objective 5)

	WSCB Development Manager
	By end October 2009
	In progress

	3.  Ensure that e-safety incidents are recognised, reported and investigated as appropriate


	Provide all agencies with reporting guidelines and procedures for handling e-safety incidents
	e-Safety Working Group to work with agencies to develop clear reporting guidelines.
	e-Safety Working Group


	By end of September 2009
	Through training to remind agencies that the same reporting guidelines apply for e-Safety issues, same as with any other safeguarding concern

	
	
	Reporting guidelines to be disseminated to all agencies through e-safety contacts.  (See Strategic Priority 5)


	e-Safety Working Group
	By end of September 2009
	Ongoing - through ESLO training to ensure  that agencies have reporting guidelines (same process as for reporting any other safeguarding concern)
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5. Improve safe access to the internet for children and young people 



	Objective
	Method
	WSCB Action
	Lead Responsibility
	Timescale
	Progress / Update

	1. Obtain an overview of young people’s points of access to the internet 


	Carry out an audit and risk assessment of access points and levels of security employed 


	Develop a template for the audit tool/form.
	e-Safety Working Group
	By end of February 2010 

Reviewed timescale – by end of May 2010
	Timescale reviewed – to be done by May 2010.  Begin to develop the draft audit tool/ form March 2010

	
	
	Survey children and young people through various forms, i.e. student voice activity, youth clubs, etc.
	e-Safety Working Group
	By end of February 2010
	JW to speak to Stephen Ellis
Ongoing discussion with Children’s Services’ participation workers as to most appropriate way to complete survey with children and young people re. their access points

	2. Encourage safe access to the IDMT by children and young people in the home


	Promote the use of email and Url filtering and informed use of parental controls at home. 


	Inform parents and carers of appropriate web-filtering for all ICT equipment, including X-box ,Play station & Wii consoles (Internet providers can provide/ access web filtering) through awareness-raising campaigns i.e. posters, press articles, leaflets, etc.
	e-Safety Working Group

Publicity & Communications Sub-group
	Ongoing


	Ongoing
A free awareness raising event for parents will be held on 27th March 2010 at Battersea Arts Centre

LW awaiting response from Childnet re.  the cost of their leaflets

	3. Encourage safe access to the IDMT by children and young people in non school environments,  such as youth clubs, community groups, hospital settings, etc.

	Promote use of email and url filtering and other monitoring software in those internet access providers identified by the borough wide audit e.g. youth clubs


	Build into training programme for all staff (paid, unpaid, temporary, sessional, volunteers).


	Training Sub-group
	Ongoing
	Ongoing

	4.  Encourage safe access to the IDMT by children and young people in commercial internet access points (e.g. internet cafes)


	Promote the use of email and url filtering in commercial access points e.g. internet cafes
	Produce information leaflet for commercial internet access points
	e-Safety Working group

Publicity & Communications Sub-group
	By end of December
	Use existing leaflets such as one produced by Childnet, CEOP, etc.
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6. Monitor e-safety arrangements and  incidents in the borough



	Objective
	Method
	WSCB Action
	Lead Responsibility
	Timescale
	Progress / Update

	1.  Gather an accurate and up to date picture of e-safety arrangements in all member agencies.


	Carry out an initial and then annual survey of e-safety arrangements through e-safety contacts


	Develop template for the audit tool/form.


	e-Safety Working Group


	By end February 2010

Reviewed timescale – by end of May 2010
	Timescale reviewed – to be done by May 2010.  Begin to develop the draft audit tool/ form March 2010

	
	
	Survey children and young people through various forms, i.e. student voice activity, youth clubs, etc. (See Strategic Priority 5)
	e-Safety Working Group
	By end April 2010
	Is this relevant for this objective? If not, should this be removed?

	2.   Gather qualitative information on young people’s opinions about e-safety arrangements and current risks


	Carry out an annual survey or consultation with young people through the student/pupil councils, youth clubs, CLICK, etc.
	Develop template for the audit tool/form.
	e-Safety Working Group
	By end of December 2009
	Timescale reviewed – to be done by May 2010.  Begin to develop the draft audit tool/ form March 2010

	
	
	Survey children and young people through various forms, i.e. student voice activity, youth clubs, etc. (See Strategic Priority 5)
	e-Safety Working Group
	By end of March 2010
	Ongoing discussion with Children’s Services’ participation workers as to most appropriate way to complete survey with children and young people’s opinions about e-safety arrangements and current risks

	3.  Monitor  the number of  ICT related child protection incidents quarterly


	Social care to record all such incidents
	Work with Children’s Services (CS) to build ‘ICT related’ as a reportable field into the Section 47 enquiry forms in the integrated children’s system.


	Children’s Services
	By end of September 2009
	LW to follow up progress in building into Frameworki the recording of ICT related child protection incidents

	4.  Monitor the nature and range of  ICT related child protection incidents annually


	Carry out analysis of cases recorded by Children’s Services throughout the year
	Analysis information and report to WSCB
	Children’s Services
	Annually (each May)
	LW to follow up with Denise Lawes & Denise Green from CS


Appendix 2 – Glossary of Terms and Acronyms used in the document
	Becta
	British Educational Communications and Technology Agency - Becta leads the national drive to implement the Harnessing Technology Agenda

	CAF 
	Common Assessment Framework

	CEOP
	Child Exploitation and On-Line Protection

	CS
	Children’s Services 

	CYPP 
	Children and Young Peoples’ Plan

	DCSF
	Department for Children Educational settings and Families

	ECM
	Every Child Matters

	ESLO
	e-Safety Safeguarding Lead Officer

	HMI 
	Her Majesty’s Inspector

	ICT
	Information and Communication Technologies

	IDEAR
	Individual Education Attainment Records (core of central pupil database)

	IDMT
	Internet, digital and mobile technology

	LSCB
	Local Safeguarding Children Board

	LGfL 
	London Grid for Learning

	MIS 
	Management Information System

	MLE 
	Managed Learning Environment – a type of Learning Platform

	OFSTED 
	Office for Standards in Education

	WSCB
	Wandsworth Safeguarding Children Board
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